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Information has become one of the most important resources. We are
witnessing an exponential and almost uncontrolled development of
information technologies, consequently leading to information overload.
While over-saturated with information, one can find it difficult to
navigate the sea of information and discern truthful information from
false ones. 

As a response to this problem, the need for media literacy has gained
more and more attention from both national entities and the EU.
Media literacy can be defined as the ability or a set of skills for critically
analysing the accuracy and credibility of information, as well as
recognising evidence of bias in the created content whether consumed
through radio, television, the internet, or social media. One of the main
goals of media literacy is to counter the negative effects of
disinformation campaigns and fake news spreading through news and
digital media. These are called information disorders and are most
commonly categorised as misinformation, disinformation, and
malinformation.

Introduction

The EU emphasises the importance of media literacy on numerous
occasions. The European Commission states that: 

Media literacy has never been as important as it is today. It enables citizens
of all ages to navigate the modern news environment and make informed
decisions. 
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Here one can see, among other things, that the need for strong media
literacy is trans-generational. Different age groups experience the world
differently, especially online, where information is abundant and easily
accessible. Media literacy equips individuals of all generations with the
critical thinking skills necessary to discern between reliable and biassed
sources, understand the influence of algorithms and filters on the
content they see, and identify misinformation and disinformation. 

This is exemplified by Eurobarometer research which shows that 81% of
respondents believe that fake news is a threat to democracy, and 85% of
respondents perceive fake news as a problem in their country.
Therefore, the European Commission states that:

The spread of disinformation can have a range of harmful consequences,
such as threatening our democracies, polarising debates, and putting the
health, security, and environment of EU citizens at risk.

↗Action plan against disinformation is a policy document for developing
a coordinated response to the challenges in this field. It focuses on how to
deal with disinformation both within the EU and in its neighbourhood.
 
↗Communication - Tackling online disinformation; a European
approach is a policy document that outlines the key overarching principles
and objectives that should guide actions to raise public awareness about
disinformation and tackle the phenomenon effectively, as well as the
specific measures that the Commission intends to tackle in this regard.

↗EU Code of Practice on Disinformation is a tool for ensuring greater
transparency and accountability of online platforms as well as providing a
structured framework for monitoring and improving the platform’s policies
on disinformation.

↗European Digital Media Observatory (EDMO) is a network of fact-
checkers and academic researchers with expertise in the field of online
disinformation, social media platforms, journalist-driven media, and media
literacy practitioners. 

This has led the EU to take action against information disorders with
several initiatives such as:
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https://commission.europa.eu/publications/action-plan-disinformation-commission-contribution-european-council-13-14-december-2018_en
https://digital-strategy.ec.europa.eu/en/library/communication-tackling-online-disinformation-european-approach
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https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/new-push-european-democracy/european-democracy-action-plan/strengthened-eu-code-practice-disinformation_en
https://edmo.eu/


This info pack is made as part of the project “EUNITE: EU Citizens Unite
and Promote the European Project” during the “Be Informed and
Debate!” activity. This part of the project was aimed at educating citizens
about the importance of citizens' dialogue and the struggle against the
spreabiasedformation disorders. After organising several interactive
workshops for citizens, we have combined practical steps for addressing
the information disorders in this info pack. 

These steps will provide you with useful “tips and tricks” for analysing
different aspects of the information you receive. Here one also can find
definitions, exercises, and examples of sources of information that you
can use in your everyday life to tackle a wide range of information
regardless of the media. 

This info pack is for everyone who wants to learn about information
disorders and develop their media literacy skills as a superpower. 
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Information disorder is a term used to describe the
spread of false or misleading information through
various channels, particularly in digital and online
environments. These can spread rapidly and have
significant social, political, and economic consequences.
The most common examples of information disorders
are disinformation, misinformation, and malinformation.

Misinformation can be defined as unintentionally
misleading information. The European Commission
describes it as: “false or misleading content shared
without harmful intent though the effects can still be
harmful". 

Disinformation is intentional misleading information.
The European Commission describes it as: “false or
misleading content that is spread with an intention to
deceive or secure economic or political gain, and which
may cause public harm”. Disinformation can also include
non-verbal communication such as gestures or visuals
(e.g. fake images).

Key terms
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Relationship between misinformation, disinformation, and malinformation.
Source: First Draft News

Virtual echo chamber is a situation where one sees the information
and news shared by individuals with whom one shares the same
interests and ideas. This environment is highly prone to the spread of
false information.

Malinformation is genuine information that is shared with the intent to
cause harm. Unlike disinformation, which involves spreading false or
misleading information, malinformation involves using accurate
information but manipulating it in a way that can harm someone’s
reputation, damage relationships, or create a false narrative.
Malinformation often relies on taking information out of context or
presenting it in a way that can be misleading or harmful. 

Falseness

Intent to harm

Misinformation Disinformation Malinformation
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The feeling of being misinformed can have numerous consequences.
The Eurobarometer findings highlighted in the Introduction illustrate
how disinformation can erode trust in democracy and dissuade citizens
from participating in democratic processes. The case of Brexit
exemplifies this very well. A prominent claim of the pro-Brexit camp
during the 2016 referendum was that the UK sends £350 million a week
to the EU and that these funds would be better allocated to the UK's
National Health System (NHS) once they leave the EU. This claim was
later revealed to be significantly exaggerated, particularly when
considering the financial assistance that the EU provided to the UK and
the actual amount of the UK's contributions to the EU at that time.

For a number of years, the EU has been grappling with issues like the
COVID-19 pandemic and the conflict in Ukraine, situations that are
especially susceptible to the dissemination of disinformation designed to
create polarisation and promote animosity. These efforts are very often
perpetuated by extremist movements and state and non-state actors,
both foreign and domestic. They use sophisticated techniques,
algorithms, automation, and artificial intelligence to spread false
information.

EU Supporting Media Literacy

The challenges facing the EU in recent years.

2016 2019 2020 2022 2024
Brexit

referend
European
elections

Covid19
Pandemics

Russia’s
war on
Ukraine

European
elections
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As the next European elections approach in June 2024, the European
Union is determined to tackle disinformation and protect European
values and democratic systems of government. The future of European
democracy may depend on citizens’ awareness of the power of
disinformation. It is not a question of equipping citizens with the
resources and skills they need to distinguish truth from falsehood, but
also a question about the strategies and choices our politicians will
adopt without leaving any room for misinformation and dishonesty.

The EU’s efforts against disinformation already witnessed two highlights.
First, in 2018, the EU Action Plan Against Disinformation was
published. Two years later, in 2020, the Action Plan for European
Democracy was also published. The main propositions of these
initiatives are: 

More support for quality journalism and media literacy including
funding and training.

A code of practice on disinformation for leading social networks,
online platforms, and advertisers commits the signatories to employ
best practices against disinformation, taking down fake accounts,
and reporting on their actions. In May 2021, the Commission also
published additional guidelines to strengthen this act. 

The Digital Services Act (DSA), adopted in 2022, aims to provide
better protection for European Internet users against illegal,
dangerous, and harmful content by regulating the activities on major
platforms. 

The Rapid Alert System (RAS) helps EU countries and institutions to
share knowledge about disinformation. This system was used during
the European elections in May 2019 to combat false information
about the COVID-19 pandemic. 

The EU set up an “East Strat Com Taskforce” in March 2015 with
the task to expose false claims from actors close to Russia that seek
to undermine the EU and manage a debunking site called
↗“EUvsDisinfo”.

9

https://euvsdisinfo.eu/


The diagram below illustrates how the EU is coordinating its action at
different levels. 
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Consult fact-checking sites. Look around to see if someone has
already fact-checked the claim. For more, read the “Consult fact-
checking sites” chapter.

Find the source of information. Not all content on the internet is
original. Try to find the primary source of information to notice if
some information has been lost or changed over time. 

Check quoted works and materials. Information might include
quotations or mention organisations with authoritative-sounding
titles to give the impression of being from a legitimate institution,
thereby deterring deeper critical analysis. At times, these
organisations are partisan think tanks. For instance, a group might be
labelled as an “Institute” or a “Centre for Studies”, which seems
scholarly, yet it may have ties to political parties or foundations.

Evaluate the source of information. Ask yourself the following
questions: What are the author's qualifications?, Is she/he an expert
in the field or does the author possess professional knowledge on
the topic?, Are there any experts being interviewed or quoted? etc.

The step that can help determine the credibility of any news article or
information overall is to consider its source – where did this information
come from? This helps to see if the opinion stated in the article is  
biased, or that the source is known for sharing information that is not
entirely or at all true. Here are some steps and questions that can guide
you while researching the source: 

Fact-Checking Steps
STEP 1: Check the Source
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The headlines can often be catchy, written in capitals with exclamation
marks! Beware of sites that use strong words just to generate reactions
and clicks. Here are some steps that can guide you to go beyond
headlines:

Read the whole article. Read the whole article before making final
judgments, and not only headlines. Some studies have shown that a
large number of people read only the headlines and not the whole
article before making their judgments and opinions.

Compare the title and the content of the article. The headline
should accurately reflect the content of the information. However,
sometimes authors craft deceptive titles to attract readers or to
misrepresent the content. If the headline omits certain details, it
could lead to a partial or misunderstood representation of the facts,
preventing readers or listeners from obtaining a complete and
accurate understanding of the situation. For example, consider a
headline on a local news website reading “Fight at a School Involving
Students.” You might initially think it is about a school in your region.
But upon reading the article, you find out it is about an incident in a
school abroad. Here, the author has drawn your attention with a
headline that is, in reality, misleading.

Check if the article is well-written. Spelling or grammatical errors
are often early signs that an article might not be a credible source of
information. Especially in the area of news, articles should be written
by professionals and checked again by an editor. Therefore, one
article should be examined by several experts before being
published. Grammatical and spelling errors imply that this part of the
process was done quickly and partially. 

STEP 2: Go Beyond Headlines
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After several years of study, in 2013 the European Commission proposed
standardising the capacity of toilet flushes to save 6,600 litres of water
per household per year. According to the study, in some European
countries, between 9 and 12 litres of water were consumed each time
the toilet was flushed. With its law, the Commission was proposing a
maximum of 5 litres per toilet and 1 litre per urinal.
As a reaction, newspapers published the following titles that were
misleading:

“Euroflush: the European Commission puts its head in our toilets” (La
Commission européenne met la tête dans nos toilettes), Europe1
“Brussels wants to standardise all toilet flushes in Europe” (Bruxelles
veut standardiser toutes les chasses d’eau des toilettes d’Europe),
Sud-Ouest 
“Brussels goes on the hunt against waste in your toilets” (Bruxelles
part en chasse contre le gaspillage dans vos toilettes), France TV Info 
"Why is Europe looking after our toilet flushes?" (Pourquoi l'Europe
s'occupe-t-elle de nos chasses d'eau?) 

Although no false information is provided, these headlines do not
explain why the European Commission wants to regulate the amount of
water used in toilets. Not because of any overweening mania on the part
of Brussels to have to standardise everything - in France, we regularly
hear that 80% of French laws derive from European legislation - but
rather because of a good and fair intention to reduce water wastage.
What is certain is that readers need to read the articles in their entirety
(and not only the title) to fully understand why things are happening.

Example
The Case of Euroflush
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Over recent years, especially during the intensive times of the COVID-19
pandemic, there has been a dramatic surge in the number of sources
(e.g. websites) dedicated to the systematic creation of false information.
The World Health Organisation (WHO) has termed this phenomenon as
an "infodemic" which refers to the rampant spread of fake news, along
with false or misleading information, particularly during the COVID-19
pandemic, across both digital and physical spaces. This phenomenon
emphasises the importance of checking who is the author of information
and not only when health issues are on the table. Here are some steps
that can guide you on how to check the author of information:

Check the credibility of the author. Does the author have a history
of publishing false content? This can be done by researching the
author, reading the comments, and reading other articles about the
same theme

Check for consistency and accuracy. Misrepresentation can result
in incorrect conclusions. If the author cites research data, scrutinise
whether the graphs and charts accurately depict this information.
Additionally, pay close attention to the presentation of sensitive data
and information within the article. Improper handling or
presentation of such information can lead to adverse consequences.

Verify whether the author corrects and explains mistakes. Errors
can happen in the course of writing an article or crafting a social
media post. As previously mentioned, individuals can inadvertently
disseminate misinformation without their knowledge. It is crucial for
the author to amend any inaccuracies and elucidate any errors
committed, to rectify any misunderstandings that may have arisen
due to the misinformation.

STEP 3: Check the Author
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Differentiate facts and opinion. Opinions and facts are not the
same thing. Therefore, it is especially important that the author of
the text understands this. Try reading multiple articles by the same
author and comparing them with similar articles from other authors
and sources of information in order to see if the author has a
tendency to show his opinion rather than facts. 

Check the ownership and funding. Understanding who owns the
publication and where their funding comes from can provide
valuable context about the potential biases or objectives behind the
content. it is important to consider whether the funding sources
could influence the information presented. Also, verify if the
publication identifies those responsible, highlighting any conflicts of
interest.

Check if the author clearly distinguishes advertising content.
Sometimes, authors will use what is called native advertising. This is a
way of formatting an article so it seems to be a piece of legitimate
news, only for it to actually be an advertisement for some product or
service. 
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While it is beneficial to have a trusted single source of information, it is
more advantageous to cross-reference several sources and note the
variances in their presentation of the same information. These
differences in transmitting a piece of information can give you valuable
insight into the context of the information itself and help you gain a
clearer picture, or even realise that one source is transmitting the wrong
information. Here are some steps that can help in checking sources of
information:

Assess your sources. Ask yourself if you are maybe in a virtual echo
chamber if you get your information only from one source.

Look for other sources of information. A good starting point is to
explore various well-known media outlets or news websites that you
and your circle of people are familiar with. It is also useful to inquire
among them about which sources they find most credible.
Furthermore, consider delving into lesser-known and independent
information sources, as they are often less impacted by sponsor
influences and other external factors.

Cross-reference information from different sources. Examine
differences and similarities between different sources of information. 

STEP 4: Check Other Sources
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It is important to be aware of the date of an information: When was the
information made public? Is this current content? Sometimes a new date
is related to an old article or an old article is used in a completely new
context. For example, an image of refugees from 2011 can be used in
2023 to mislead or fearmonger. Here are some steps that can help
assessing if the information is up-to-date:

Check for the date. As mentioned, the date of information is vital as it
reflects the timeliness and relevance of the content. Users need to be
aware of whether the information is up-to-date and pertinent to their
current needs or interests, considering that information can quickly
become obsolete. This is especially true for scientific articles and
data.

Check for context understanding. The date of a message provides
important context for understanding the information. Events,
research findings, and news stories can change over time, and what
was accurate or relevant in the past may no longer hold true in the
present. Understanding the temporal context helps users make
informed decisions based on up-to-date information.

Check for deceptive practices. Sometimes deceptive practices involve
changing the date associated with content. This can be done to make
old information appear current and relevant. Use search engines to
verify the actual date of publication.

Be aware of evolving news events. In the context of news,
understanding when an article or report was published is critical.
News are constantly evolving, and the timeline of events can
significantly affect the interpretation and understanding of a story.
Find sources that provide the most recent developments. 

STEP 5: Check the Date
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During the pandemic, several claims circulated on social media alleging
that the EU was covertly working on vaccination passports to restrict
travel for the unvaccinated.

However, these claims were based on a misunderstanding of outdated
information, mixed with misinformation. The origin of this confusion can
be traced back to May 2019, when the European Union published a
“Roadmap on Vaccination”. In this document, the European Commission
proposed introducing a common vaccination card, but did not specify its
implications. This plan, conceived in 2018, aimed to boost vaccination
rates in response to measles outbreaks and the potential resurgence of
polio in Europe.

Fast forward to 2021, and some EU member states began considering a
European vaccination passport for COVID-19, though details on
implementation remained unclear. This situation demonstrates how
failing to check the date of information can lead to misinterpretation,
particularly when older documents are viewed through the lens of
current events.

Example
Vaccination Passports
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Reviewing the evidence helps you make informed judgments about the
accuracy, as well as reliability of the information you encounter, and also
helps you avoid misinformation and fake news. When you encounter
information, it is essential to carefully review the evidence presented to
support the claims made. Reviewing focuses on a meticulous
investigation into supplied data elements, statistics utilised, evidence,
statements quoted, etc. Here are some steps that can help when
reviewing the evidence:

Assess credibility. Verify if the supporting documents originate from
respected institutions or industry experts with verifiable proficiency,
credibility, and expertise.

Cross-authenticate. Ensure numerous reliable entities and sources
validate said evidence, thus enhancing trustworthiness and
credibility. Look for multiple credible sources.

Inspect context. Make sure that the provided evidence is directly
aligned with the highlighted assertions and claims. This helps you
identify misleading and out-of-context information and evidence.

Contemplate current relevance. Certain information can become
outdated over time. This can make it irrelevant or flat-out wrong,
making it essential for you to check for time-bound significant
changes!

Analyse Objectivity. Be aware of select cherry-picked facts used to
promote particular perspectives. This is an obvious indicator of
skewed representation bias, used to support a particular viewpoint.

STEP 6: Review the Evidence
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The Cambridge Dictionary defines fact-checking as the verification
process to ensure all facts in written works, news articles, speeches, etc.,
are accurate. In today's digital era, where the internet is a primary source
of information for many, the use of fact-checking websites is vital to
avoid the spread of misinformation.
There are various online tools designed to combat disinformation. Some,
like Hoaxy, analyse and visualise the dissemination of false information
and provide fact-checking capabilities. Others, such as Google Fact Check
Explorer, enable users to search for fact-checks related to specific topics
or statements made by politicians. Additionally, numerous national
websites are dedicated to debunking fake news and combating
misinformation.

Below is a brief list of such websites from different countries:

Belgium: Fact Check Vlaanderen. Fact-checking site in Flemish.

France: Factuel. Fact-checking blog run by the Agence France-Presse.

Greece: Greece Fact Check. Independent Greek fact-checking website
launched in February 2017.

Croatia: Faktograf.hr. Croatian fact-checking website set up by the
Croatian Journalists' Association and GONG.

Italy: Bufale.net: National public service for citizens against fake
news.

STEP 7: Consult Fact-Checking Websites
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The European Union has been a frequent subject of misinformation,
leading to various myths that challenge the credibility of its institutions.
One such claim is the purported "Islamization" of Europe. To evaluate
this claim, we turn to recent demographic studies.

A study shows that the Muslim population in Europe grew from 19.5
million in 2010 to 25.8 million in 2016. Projections indicate this trend will
continue, but the perspective that Europe is undergoing Islamization
may be overstated. As of 2016, Muslims constituted approximately 5% of
Europe's total population. Predictions suggest a modest increase to 6%
by 2030, eventually reaching an estimated 7.4% by 2050 (K. Brudzińska,
A. Kudzko, O. Raczova, 2018).

These figures indicate that while the Muslim population is indeed
growing, it remains a small fraction of Europe's total population. The
data does not support the assertion of a majority Muslim population or a
widespread Islamization of Europe in the near future. It is crucial to
approach such claims with accurate data and contextual understanding
to prevent the spread of misinformation.

Fact Check 
Assessing Claims of Europe's 'Islamization'
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After reading previous chapters you may notice how many aspects one
needs to take into account in order to find the truth in today's maze of
information, while not being susceptible to misinformation, lies, and
manipulation.

It is difficult to resist the impression that critical thinking required for this
is a kind of a superpower in itself. Critical thinking gives individuals more
control over their everyday lives by enabling them to skillfully
differentiate lies from the truth. This empowers us to engage, debate,
and participate in today's society giving our own input on what we
believe is good. It is important to realise that no one is born with critical
thinking and such skills. These are acquired through time, with enough
exercise, awareness, and patience.

Consider critical thinking not merely as a checklist of guidelines, steps, or
tips but as a social practice. It involves an ongoing communion with the
world around you, an understanding of the symbiotic relationship
between your beliefs and the influences of your surroundings.
Remember the guidelines, steps, tips, and tricks presented in this
infopack as your compass to navigate the vast sea of information with
both safety and efficacy, but communicate with your environment to
allow your critical thinking to grow. Openness to other people's opinions
and testing your own in a debate is an extremely useful way of
understanding both how other people see the world around them and
testing your own ideas and opinions. Testing both others and your own
ideas is crucial for developing a critical mind.

Finally, do not let this be just an informational resource, but a call to
action. If you harbour the belief that media literacy can be elevated, that
critical thinking can be taught more effectively, seize the opportunity to
communicate. Seek platforms where your thoughts resonate, and
become an advocate for change. Your voice is not just an individual
echo; it is a ripple that contributes to the collective transformation of
how we perceive and engage with information.

Critical Thinking is a Superpower
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